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Introduction

In the second half of 2024, sexual crimes caused by technological advancements such as
Al, or “digital sexual crimes using deepfakes,” became the biggest topic in Korean
society. It all started on August 19, 2024, when a series of cases of digital sex crimes
using deepfakes were revealed, starting with some universities, and both the government
and the National Assembly introduced various policies to counter deepfakes. As a result,
on September 26 and November 14, the 'Sexual Violence Punishment Act, 'Juvenile
Sexual Protection Act,’ and 'Sexual Violence Prevention Act' were passed by the
National Assembly in plenary sessions to strengthen investigation, punishment, and
victim support for digital sex crimes, and on November 8, the government announced a
joint plan to strengthen response to deepfake sex crimes.

According to the press release, the government will continue to operate the Deep Fake
Sex Crime Response Task Force and closely examine and supplement the follow-up
measures of this plan, including victim support, strengthening crackdowns, passing
legislation, and securing budgets. The National Assembly's and the government's series
of legislative measures and the establishment of a national comprehensive plan to

respond to digital sex crimes using deepfakes can be considered positive.



Police decisions by year in Article 14(2) of the Sexual Violence Punishment Act

Year 2021 2022 2023
229 160 144
Total
(100) (100) (100)
130 88 71
Subtotal
(56.8) (59) (49.3)
Sent d Restraint 8 > 2
entence estrain
Sent to (3.5) (3.1) (1.4)
i 122 83 69
prosecution Imprisonment
(53.3) (51.8) (47.9)
0 0 0
Court Remand
©) 0) )
33 23 18
Subtotal
(14.4) (14.4) (12.5)
33 21 18
No charges (14.4) (13.1) (12.5)
Not charged Yot guilty 0 0 0
ot gu
) ©) )
0 2 0
No charges
©) (1.2) )
66 48 55
Subtotal
(28.8) (30) (38.2)
Investigation 65 48 52
Suspect Stop
stopped (28.4) (30) (36.1)
1 0 3
Stop References
(0.2) (0) (2.1)
0 1 0
Other
©) (0.6) )

Sources: National Police Agency Crime Statistics

Comparison of all digital sex crimes and Article 14(2) of the Sexual Violence Against
Women Act by year

.. . Aricle 14(2) of the Sexual
All digital sex crimes . .
Year Violence Punishment Act
Investigation Investigation
Total tg Total tg
stopped stopped
2021 12,460(100) 1,012(8.1) 228(100) 66(28.8)
2022 18,875(100) 2,224(11.78) 160(100) 48(30)
2023 17,171(100) 1,874(10.9) 144(100) 55(38.2)

Sources: National Police Agency Crime Statistics



Limitations of investigating digital sex crimes using deepfakes

However, this, along with the limitations of the three national comprehensive measures
to combat digital sex crimes (Comprehensive Measures to Prevent Damage from Digital
Sex Crimes in 2017, Measures to Prevent Web Hardware Cartels in 2019, and Measures
to Prevent N-Bang in 2020), shows the country's lukewarm attitude toward digital sex
crimes. A prime example is the “investigation” of digital sex crimes using deepfakes,
which is also evident in the statistics.

If you look at the statistics of Article 14(2) (Editing and publishing false images) of
the Sexual Violence Punishment Act over a three-year period (21~23), the number of
cases has been gradually decreasing, from 229 to 144, a decrease of about 37%
compared to 2021, but the percentage of investigations stopped is about 38.2% as of
2023, and the percentage is increasing every year. On average, about 3.2 out of every
10 crimes falling under Article 14(2) of the Sexual Violence Punishment Act are being
investigated. The rate of investigations for Article 14.2 is significantly higher than for
other digital sex offenses. As of 2023, the rate of investigation suspension for all digital
sex crimes is about 10.9%, while the rate of investigation suspension for Article 14.2 of
the Sexual Violence Punishment Act is about 38.2%, which is almost four times higher.
The rate of stopping investigations into Article 14-2 of the Sexual Violence Punishment
Act is also significantly different from the figures of the National Police Agency's
intensive crackdown that began after the incident. The National Police Agency set
August 28 through March of next year as the period of intensive crackdown and is
conducting deep-fake crime investigations centered on city and provincial police
agencies, and as a result, it said it received 367 cases in a month, 812 cases this year,
and arrested 387 people. As such, investigations into digital sex crimes using deepfakes
have been somewhat passive in the past, but fortunately, it seems that investigations are
now being actively conducted. In addition, through two legislative overhauls, it is
expected that the investigative response to digital sex crimes will be strengthened, and
the purpose of the National Comprehensive Plan may be achieved to some extent in the

future.

Digital sex crimes using deepfakes and underage victims

According to the Korea Women's Rights Promotion Institute under the Ministry of
Gender Equality and Family, 288 (36.9%) of the 781 people who requested support for
deep-fake victims of digital sexual crimes from the Digital Sexual Crime Victim Support

Center from January 1 to August 25 this year were minors, and the number of minors



who requested support for deep-fake pornography has increased 4.5 times in two years
compared to 2022. In other words, a significant number of victims of deepfake digital
sex crimes are minors, and the number is expected to grow rapidly. This makes the
protection and support of underage victims of deepfake digital sex crimes a critical

1ssue.

Protecting minor victims during investigations

Nevertheless, there are many cases where a minor victim attempts to report the
victimization to law enforcement agencies, only to be told that their parents will be
notified of the investigation, and then fails to report the victimization to Ilaw
enforcement agencies because they do not want their parents to know about the
victimization. Article 13 of the Criminal Investigation Rules on Notification of
Investigation of Minor Victims stipulates that legal representatives should be notified in
principle, and this has been noted as an ongoing problem in practice. Considering the
rights and interests of victims and the need to protect them, it is necessary to revise
the regulations on notification of investigation status to ensure that minor victims do not
abandon their complaints while receiving assistance and support from their legal
representatives.

With the popularization of Al technology, digital sex crimes using deepfakes are
increasing rapidly, and the number of underage victims is expected to increase. In such
a situation, active investigations based on expertise are required from the investigation
stage, and more sensitive investigations need to be conducted for underage victims.
While the framework has been established through the legislative overhaul of the Sexual
Violence Punishment Act, it is time to think about how to guarantee the rights of the

explosively growing number of underage victims.
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